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WHY DO YOU WANT TO 
HAVE HE+ML?

Copyright © 2019 Accenture. All rights reserved. 3

HE+ML IS

WHAT NOT TO EXPECT FROM TODAY
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Homomorphic encryption is a form of encryption that 
allows computation on ciphertexts, generating an encrypted result 
which, when decrypted, matches the result of the operations as if they 
had been performed on the plaintext. The purpose of homomorphic 
encryption is to allow computation on encrypted data.

https://en.wikipedia.org/wiki/Encryption
https://en.wikipedia.org/wiki/Computation
https://en.wikipedia.org/wiki/Ciphertext
https://en.wikipedia.org/wiki/Plaintext
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Two Part Key – Public and Private Keys
• Public key used for encryption

• Private/Secret key for decryption

Private key cannot be (practically) derived from public key information
• Base on hard mathematical problems that is very hard to find the reverse of the trapdoor 

function 

• RSA relies on how difficult is to factorise the product of two large prime numbers

• RSA is a simple algorithm but computationally hard to reverse:

Check the simplicity of the RSA algorithm: (https://en.wikipedia.org/wiki/RSA_(cryptosystem))

STRONG PUBLIC KEY
ENCRYPTION

Copyright © 2019 Accenture. All rights reserved. 7

https://en.wikipedia.org/wiki/RSA_(cryptosystem)
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LATTICE-BASED 
ENCRYPTION

Lots of hard lattice problems
No quantum solution
Numbers represented as polynomials 

Example number 1025 as polynomials

x=10 x3 + 2x1 + 5x0 (1,0,2,5)10

x=2 x10 + x0 (1,0,0,0,0,0,0,0,0,0,1)2

x=3 x6+x5+x3+2x2+2x1+2x0 (1,1,0,1,2,2,2)3
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Machine learning (ML) is a field of artificial intelligence that uses 
statistical techniques to give computer systems the ability to "learn" 
(e.g., progressively improve performance on a specific task) from data, 
without being explicitly programmed.[2]

https://en.wikipedia.org/wiki/Artificial_intelligence
https://en.wikipedia.org/wiki/Computer_systems
https://en.wikipedia.org/wiki/Data
https://en.wikipedia.org/wiki/Machine_learning
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100 100 100 100 100 100 100 100 100 100 100 100 100 100 ?

28 10 22 29 12 22 22 10 21 36 23 12 10 3 45 32 ?

28 10 22 29 12 22 22 10 21 36 23 12 10 3 45 32 ?

https://en.wikipedia.org/wiki/Artificial_intelligence
https://en.wikipedia.org/wiki/Computer_systems
https://en.wikipedia.org/wiki/Data
https://en.wikipedia.org/wiki/Machine_learning
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MACHINE LEARNING ALGORITHMS
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Linear Models SVM Tree-Based 
Methods

Neighbourhood-
Based Methods

Naive Bayes Neural Networks Matrix 
Factorisation

Ensemble 
Methods



Minimise cost/loss function

- Regression:

- Classification:

GRADIENT DESCENT
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GRADIENT DESCENT – REGRESSION
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Model: 𝒉𝜣(𝒙) = 𝜣𝟎𝒃 + 𝜣𝑻𝒙



GRADIENT DESCENT - CLASSIFICATION

Copyright © 2019 Accenture. All rights reserved. 17

Model: 𝒉𝜣(𝒙) = 𝝈(𝜣𝟎𝒃 + 𝜣𝑻𝒙)

Sigmoid Activation : 𝝈 𝒛 = 𝟏
𝟏3𝒆5𝒛

Solution: 
Replace sigmoid activation by its 
Taylor polynomial approximation



MACHINE LEARNING ALGORITHMS
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NAÏVE BAYES
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y = 789..;𝑎𝑟𝑔𝑚𝑎𝑥 𝑃(𝑐𝑙𝑎𝑠𝑠7) E
F89..G

𝑃(𝑥F|𝑐𝑙𝑎𝑠𝑠7)

y = 789..;𝑎𝑟𝑔𝑚𝑎𝑥 𝐿𝑜𝑔𝑃𝑟𝑜𝑏 𝑐𝑙𝑎𝑠𝑠7 + L
F89..G

𝐿𝑜𝑔𝑃𝑟𝑜𝑏(𝑥F|𝑐𝑙𝑎𝑠𝑠7)
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TREE-BASED METHODS
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NEIGHBOURHOOD-BASED METHODS



MACHINE LEARNING ALGORITHMS
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HE LIBRARIES
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Sathya, S.S., Vepakomma, P., Raskar, R., Ramachandra, R., & Bhattacharya, S. (2018). A Review of 
Homomorphic Encryption Libraries for Secure Computation. CoRR, abs/1812.02428.



HE LIBRARIES
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https://github.com/NervanaSystems/he-transformer

https://github.com/NervanaSystems/he-transformer


HE LIBRARIES
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Jupyter Notebook Demo
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THANK YOU

ANY QUESTIONS?


